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1. HEJIA U 3AJIAYU U3YUYEHUSA JUCLHHAIIJINHBI
Ilenn ocBOeHHMS TUCHUNIUHBI:
® OCBOEHHE CTYJEHTOM OCHOBHBIX METOJIOB U CPEJICTB aHAJIM3a MPOTPAMMHBIX pealln3allnii;
e opra"uzanus 3auuThl 110 0T BO31€MCTBHIT BPEJOHOCHOTO XapaKTepa;
3agauyu oCBOEHHS TUCIUIIUHBI:
e (GOopMUPOBAHNE HABBIKOB 3KCIIEPTU3HI KAYECTBA U HAJACKHOCTH PealTU3aluid MPOrPaMMHBIX
Y TIPOTrpaMMHO-aNIMapaTHBIX CPEJCTB obecrnedueHnst HHGOPMAIIMOHHON O€301TaCHOCTH;
e (dopMUpOBaHUE HABBIKOB aHATN3a IPOrPAaMMHBIX peajn3aluil Ha MpeAMET HaIUYus
HEJIOKYMEHTUPOBAHHBIX BO3MOKHOCTEN;
o q)OpMI/IpOBaHI/Ie HABBIKOB BBISIBJICHUA BPCAOHOCHOI'O IPOTpaMMHOI0 O6€CH€‘I€HI/IH n
MPOrPaMMHBIX 3aKJIaJI0K;
e (dopMUpOBaHNE HABBIKOB OLIEHKHU OMACHOCTH Y OOHAPYKEHHBIX BPEIOHOCHBIX MPOTPaMM;
¢ Pa3BUTHC HABBIKOB INIAHUPOBAHUSA pa60T 110 JJOKaJIn3alnu HOCJ’IGI[CTBI/Iﬁ " IpCCCYCHHUIO
0OHapy>XCHHOM aTaKw;
® pa3BUTHE HABBIKOB OpraHU3aIMH aHTUBHUPYCHOM 3alllUTHI;
e (¢dopMUpOBaHHE HABBIKOB 3aIUTHl MPOTPAMMHBIX pealu3allu OT H3yYeHUus U
MoauHUKaIIH.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII
JIMCIMIUIMHA OTHOCUTCS K YMCITy BapUaTHBHBIX TUCIHMIUIMH B pamMKax 00pa30BaTEebHOM
MporpaMMbl U 4YHUTaeTcss B 8-M ceMecTpe cryAeHTaMm crnenuanbHoctu «WHbopmanmronHas
0€301acHOCTh ABTOMATU3UPOBAHHBIX CUCTEM)» OYHON (DOPMBI 00yUEHHS.

JlJis yCTenrtHoro M3y4eHus AUCIUILTUHBI HEOOXOAMMBI 3HAHUS U YMEHUS, MPUOOPETCHHBIC B
pe3yabTaTe OCBOCHHUS KypcoB «BBIYHMCIHMTENBHBIE METOABI B airedpe W TEOPHH YHUCEID,
«TeopeTuko-4nciaOBEIE ~ METOABI B KpumTOorpadumny, «MaremaTudeckue  MOJAETH
WH(POPMAIMOHHBIX cucTeM», «KommbroTepHbie cetn», « HCTpyMEeHTa bHBIE CPEICTBA KOHTPOIIS
3alUIICHHOCTH WHpopMmarmy, «TexHudyeckue cpeAacTBa OOHAPYKECHHsS KaHAIOB YTEUKHU
nHpopMaIum.

Pe3ynpTaThl OCBOGHHWS IUCIHHMIUIMHBI OyayT HEOOXOAMMBI il JallbHEHIIero mpoiecca
o0y4eHHsT B paMKax IO3TAamHOTO (OPMHUPOBAHUS KOMIICTCHIIMHA TPU HM3YYCHHU CIIEAYIOIINX
muctumuinH: «Teopust KOaupoBaHUs, CKATUS W BOCCTAHOBJICHHS HHPOpMAIUN», «MeToabl
anredpandeckoil reoMeTpur B Kpunrorpagumy, «ATTtectamus o0BEeKTOB WH(MOpMaTHU3AHMH», a
TaKKe JJIs TPOXOXKACHHUSI IPAKTUK U TOCYIaPCTBEHHON UTOTOBOM aTTECTaIUH.

3. HEPEYEHbD IIVIAHUPYEMBIX PE3VJIBTATOB OBYUEHMUA 110 JUCHUIIJINHE
MOAYJIKO), COTHECEHBIX C IITAHUPYEMbBIMMU PE3YJIIBTATAMHU OCBOEHUSA
OBPA3OBATEJBHOM TPOT'PAMMBI

[Ipomniecc wW3yueHUss OUCHUIUIMHBI «3aluTa MPOrpaMM U JIaHHBIX» HampaBjieH Ha
(hopMHUpPOBaHKE CIEAYIONIMX KOMIICTCHITHI.

Kox u wHaumenoBaume | Ilepeyens miaHupyeMbIX pe3yJbTATOB OO0y4YeHUs] MO IMCUHMUILINHE

peannsyemoii (MOy.110), COOTHECEHHBIX ¢ HHAMKATOPAMH JOCTHKEHUS KOMIIETEH M
KOMIETeHIUH

IK-3 CrniocobeH | 3naer:

pa3pabaTbIBaTh Kpurepun onieHku 3pPeKTUBHOCTH U HaJIC)KHOCTU CPEICTB 3aIUTHI

MPOEKTHbIE peUIeHusl 1O | nH(OpPMALMK TPOrPaMMHOTO OOeCTieueHusl aBTOMATH3UPOBAHHBIX
3ammrTe WHQPOpPMAMKU B | CHCTEM

aBTOMATU3MPOBAHHBIX Ymeer:

cucreMax OnpenensiTtb METOAbl YIpPaBJIEHUs JIOCTYIIOM, THIIBI JOCTyNa H
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MpaBUjIa pa3rpaHUYEHUs JOCTYIA K 00BEKTaM JOCTYTIa, MOJUIeKAIIUM
peanu3aliy B aBTOMaTH3UPOBAHHOMN CHCTEME

Baapeer:

Haspikamu pa3paOOTKH MPEUIOKECHUH 110 COBEPILICHCTBOBAHHIO
CHCTEMBI yIIpaBlieHHUs 0€30MacHOCThI0 HH(POPMALIUU B
ABTOMATH3MPOBAHHBIX CHCTEMAX

IIK-6 CniocobeH
MPOBOAUTH KOHTPOJIb
3alUIIEHHOCTH
uHpopmanuu or HCJJ

3naer:

MeTob1 321U TH HHOOPMALUK U METOIUKU KOHTPOJIS 3alUIIIEHHOCTH
uHpOpMAlMM OT HECAHKIIMOHHMPOBAHHOTO JIOCTYNa U CIELUATbHBIX
IIPOrpaMMHBIX BO3/ECHCTBUI Ha HEe

Ymeer:

[IpoBoauTh OLICHKY 3AIUIIEHHOCTH uHdopManuu oT
HECAaHKIMOHUPOBAHHOI'O OCTYIIA U CIIELIMAJIBHBIX BO3ICHCTBUN
[IpoBepsiTh pabOTOCTIOCOOHOCTH CPEACTB 3aUIUTHl HH(POPMAIUH OT
HECAaHKIMOHUPOBAHHOIO JIOCTyIla M CIELUAJIbHBIX BO3-ICUCTBUH,
BBIITOJIHEHHUE MPABWII UX SKCIUTYaTalNH

Baapeer:

HaBbikamu npoBeieHHs] KOHTPOJIS 3alIUIIEHHOCTH HH(OPMALIUU OT
HECAaHKIMOHUPOBAHHOIO TOCTYIA U CIIELMAJIBHBIX BO3ACHCTBUN

4. OBIIAA TPYIOEMKOCTDb JUCIHUIIJINHBI
4.1. O0beM TUCHUILIMHBI B 3a49€THBIX eIUHHUIIAX (Bcero) 3.
4.2. O0beM JTUCHUILIHHBI 110 BUAAM Y4eOHOM padoThbI:

KonuuecTBo yacos (popma 0Oy4eHus - THEBHAS)
Bun yuebHoit paboTh Beero B 1.4, 110 cemecTpan
o
TUIaHY g
KonTakTHas pabota
oOyJaronmxcs ¢ 54 54
IpenojaBaTeneM
AyIHUTOpPHBIC 3aHSATUS:
o Jlexkuun 36 36/36*
o [IpakTuueckue u
CEMHMHAPCKUE 3aHATHUS
e JlabopaTopHbie pabOThI
(;mabopaTopHBIi 18 18/18*
MIPAKTUKYM)
CamocrosTenpHas pabota 54 54
Popwma Tekyuiero JlaGoparopHbie
KOHTPOJIsl 3HAaHUU U paboThI
KOHTPOJIS ’
P . TECTHPOBaHUE
CaMOCTOSITETILHON paboThI
Kypcosas pabota
Bcero yvacos o
108 108
JCTIUTUTAHE
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Bunel npoMexyTouHoi

3a4. CI.

aTTeCTaIuH (9K3aMeH, 3auér 3a4er
3a4er)
OO0mast Tpy10EMKOCTb B 3

*B cnyuae HeobOXoOumMocmu UCHONb308AHUSL 8 YHEOHOM npoyecce YaCMUYHO/UCKIIOYUMENbHO
OUCAHYUOHHBIX  00PA308AMENbHLIX MEXHONo2Ul 68 mabauye uvepes Ccleul YKA3bleAemcs
Koauuecmao uacos pabomsl I1IIC ¢ obyuarowumucs 01 nposedeHus 3aHamutl 8 OUCMAHYUOHHOM
gopmame ¢ npumeHenuem I1eKMPOHHO20 00YyYeHUs

4.3. Coneprxanue IMCOMILIMHBI. Pacnipenenenne 4yacos mo remam U BUAaM y4eOHOIl padoThI:

®dopma 00yueHus oYHas
Buabl yueOHBIX 3aHITHIA dopma
AyIUTOpPHBIE 3aHATHS TeKyIero
yAHTOP 3anaTus y
Mpakrade JlaGopat B CamocT | KOHTpPOJIA
Hassanue pasnenoB u tem | Bceero P opHbIe osiTeJIb SHAHUH
Jlek CKHe 260ThI HHTEPaAK st
107074 3aHATHSA, P i THBHOM 5
NMPaKTHK pa6oTta
CeMHUHAaPbI dopme
YMBI
1 2 3 4 5 6 7
Paznen 1. AHaJIm3 nporpaMMHBIX peaiu3amnuii
1. IToctanoBKka 3agauu 1 0 4 TECTHPOBAHUE
aHaM3a MIPOrPaMMHBIX
peanu3aiuin.
2. Metop 3KCIIEpUMEHTOB C 2 1* * 2 nabopaTopHas
“yepHBIM SALTUKOM . pabora,
TECTUPOBAHME
3.CraTuuecKuii METO/I. 2 1* * 2 nabopaTopHas
pabora,
TECTUPOBAHHME
4 JIluHaMUYECKUH METO/I. 2 1* * 2 nabopaTopHas
pabora,
TCCTUPOBAHHUC
5.0cobeHHOCTH a”amsa 2 1 4 naboparopHast
HEKOTOPBIX BHIOB ITPOTpaMM pabora,
TCCTUPOBAHHUC
Paszges 2. 3amura nporpaMMHBIX peaju3anuil
6. IlocTaHoBKa 3a1aun 1 0 4 TECTUPOBAHKE
3aIUTHl IPOTPAMMHBIX
peanu3alyi OT U3y4YEHHUsI.
7. JluHaMu4ecKoe 2 1* * 2 nabopaTopHas
H3MEHEHME KOaa pabora,
HporpaMMbI‘ TCCTUPOBAHUC
8.UckyccTBeHHOE 2 1* * 2 naboparopHast
YCJIOKHEHUE CTPYKTYPhI pabora,
HpOFpaMMbI TCCTUPOBAHUE
9.HectanmapTHbIe 2 1* * 2 naboparopHast
oOpareHus K QyHKIHSIM pabora,
ONEePaLMOHHON CHUCTEMBI. TECTUPOBAHUEC
10.UckyccTBeHHOE 2 1* * 2 nabopaTopHas
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YCJIOKHEHHUE AT OPUTMOB pabora,
00pabOTKM TaHHBIX TECTHPOBAHUE
11.BeisiBiienue dakra 2 1% * 2 naboparopHas
BBITIOJTHEHUS TIPOTPaMMBbI pabora,

I0J1 OTJIAAYUKOM. TECTUPOBAHHUC
Paznen 3. IlporpaMMHbIe 3aKJIaIKH, IIYTH UX BHEJPEHNSsI, CPeACTBA U MeTOAbI POTHBOACHCTBUSA
NMPOrpaMMHBIM 3aKJIaJKaM
12. ITporpaMMHBIC 3aKJIa KK 2 0 4 TECTUPOBAHKE

1 (hopMalTbHBIE MOJICITH HX
B3aMMO/ICHCTBHS C
aTaKyeMOU CUCTEMOH.
13. ®opmanpHas MoJIETh 2 1* * 2 naboparopHast
“gabiroaTenn”’. paborta,
TCCTUPOBAHHUC
14. ®dopmanbpHas MOJIETh 2 1* * 2 naboparopHast
“nmepexsat’’. pabora,
TECTHPOBAHHE
15. ®opmanbHas MoJEIb 2 1* * 2 nabopaTopHas
“HCKaKeHHE” . pabora,
TECTHPOBAHHE
16. MeToabpl BHEIpEHUS 2 1 4 maboparopHast
MPOTrpaMMHBIX 3aKJIaI0K. pabora,
TCCTUPOBAHHUC
17. KoMIploTEpHBIE BUPYCHI. 2 2 4 nabopaTopHast
pabora,
TCCTUPOBAHHUC
18. CpeacTra u METOIBI 2 1 4 naboparopHast
3aIUTEI OT IPOrPaMMHBIX pabora,
3aKJIAJIOK. TCCTUPOBAHHNC
19. OpranuzanoHHbIE U 2 2% * 4 naboparopHast
aIMUHHUCTPATUBHBIE MEPDI pabora,
AHTMBHMPYCHOM 3allIUTHI. TECTHPOBAHUE
3auer
Htoro 108 36 18 (18%) 54

*-3aHSTHS TIPOBOJISITCS B UHTEPAKTUBHOU popMme
5. COAEP) KAHUE JUCHUIIJIMHBI MOAYJIA)
Pazgen 1. AHaan3 NporpaMMHBIX peajiu3anuid.
Tema 1. IlocTaHoBka 3agauyMm aHaJU3a NMPOrpaMMHBIX peaausaunuil. [loctaHoBka 3amauu
aHaJIM3a IIPOrpaMMHBIX peajau3aluuil. AKTYaJbHOCTb 3a7jaui aHaJnu3a IPOrPaMMHBIX peaan3alui.

OTtanbel aHajau3a NOporpaMMHON peanu3anuu. [logxonbl K BOCCTAHOBJICHUIO aJITOPUTMOB,
peanu3yeMbIX IPOrpaMMon.
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Tema 2. MeTtoa 3KCIIEPUMEHTOB € “YepHbIM AMMKOM”. OnucaHue MeT0/1a SKCIIEPUMEHTOB C
“gepHBIM AIMMUKOM™. BapuaHThl MOCTAHOBKM 3aJayd aHAJIM3a MPOTrPpaMMHON peanu3aluud Npu
NPUMEHEHUH MeETOJa SKCIEPUMEHTOB C “4epHbIM SIUKOM . D(PPEeKTHBHOCTH MeToJa
skcnepuMeHToB. Henocratkm Mmeroma skcrepuMeHTOB. CBeleHHMs 00 aHaIM3UPYyEMOM
IPOrPaMMHOM IPOIYKTE, MOIy4aeMble METOI0M SKCIIEPUMEHTOB: (hOpMaT 3arojIOBKOB OMHAPHOTO
¢ailna AaHHBIX, HATMYUE WM OTCYTCTBHUE MapKaHTa B KPUIITOCHCTEME, 3aBUCUMOCTh MapKaHTa,
UCTOJB3YEMOr0  KPUNTOCUCTEMOH, OT TEKYIIEr0o BpPEMEHH, THUIl KpHUITOrpaduyeckoro
npeoOpa3oBanus. [Ipumep npuMeHeHus: METo/1a SKCIIEPUMEHTOB.

Tema 3. Crarnuyeckuii meroa. OnucaHWe CTATUYECKOTO METOJA aHalu3a MPOTrpaMMHBIX
peanm3anuii. DQPGEKTUBHOCTh cTaTudeckoro Meroaa. JluzaccemOnepbl W WX yCIOBHas
knaccudukanms. [IpobGnempl  peanuzanuy  alrOPUTMOB  JAM3aCCEMOTMPOBaHUS:  MpodiieMa
BOCCTAHOBJICHHSI CHMBOJIMYECKUX WMEH, MpoOiieMa pazNudyeHHus KOMaHI M JaHHBIX, Mpodiema
oTpesieNIeHUs] TPaHUIbl MAITUHHOW KOMaH[bl. THUMOBBIE OCOOEHHOCTH KOMIWISILIMM MPOTPaMM.
Huzaccembnep IDA Pro m mumarmn Hex-Rays u ux Bo3moxnoctu. Ilpumep npumeHneHus
CTaTHUYECKOT0 METOJa.

Tema 4. Jlunamudeckuii Meron. OmnucaHve NTUHAMHUYECKOTO METOAA aHAJIM3a MPOTrPaMMHBIX
peannzanuii. OTnaaka U omIaTUMKU. PakTOphl, OrpaHUYMBAIOLINE BO3MOYKHOCTH OTJIAJ4YUKA.
Mexanusm pabotsl otnaguuka. dmaru TpaccupoBku. Touku octaHoBa. OTIIaIOYHBIC PETUCTPHI U
annapaTHble TOYKU OcTaHOBA. JlOCTOMHCTBA M HEIOCTATKM alllapaTHBIX TOYEK OCTaHOBA. Merox
MasKOB. DTalbl aHajau3a MPOrpaMMbl TUHAMHUYECKUM METOIOM. METO bl MOKMCKa UHTEPECYIOIEN
¢bynkuun. Meron MmasikoB. OddekTuBHOCTH MeTona MasikoB. Bpibop wmaskoB. [Ipumep
puMeHeHus MeTona MaskoB. Meron Step—Trace. OcobeHHOCTH TpuMeHeHHs MeToaa Step-Trace.
D¢ dextuBHOCTE MeToma Step-Trace. Merox aHaim3a TOTOKOB BHYTPH Iporpammbsl. Meton
ammapaTHOM TOYKH ocTaHoOBa. D((HEKTUBHOCTh METOJAa amnmapaTHOW TOYKH OCTaHOBAa. Mertoj
Step-Trace BToporo »srtama. Meroapl aHanmu3a 1eiaeBod (yHKuuM mnporpammbl. [Ipumep
MPUMEHEHUSI TUHAMHYECKOro MeToa. D¢ (HEeKTUBHOCTh JUHAMUYECKOTO METO/1a.

Tema 5. Oco0eHHOCTH aHAJIM3a HEKOTOPbIX BHAO0B mporpamMm. OBeplieiiHbIE MPOTPAMMBI.
[Ipobnembl aHanmu3a oBepieHbIX mporpamm. Jlucneruep oBepieeB. I[IpoOnemsl aHamm3a
rpadgudeckux mporpamm moj Windows. Momudukanus meroma Step-Trace. HMcmonb3oBanue
Spy++. IIpoGnembl aHanmu3a OKOHHBIX (YHKIMA mporpaMmbl M (YHKIHMA [POrpamMMbl,
BbI3bIBa€MBbIX 13 HUX. [IpoOneMsl aHamu3a nuanoroBblx (QyHKIuM mporpamm. Ilpumep anammsa
rpadudeckoit mporpammel B OC cemeiictBa Windows. [IpoGiiembl aHanu3a napamiesbHOro KoJa.
[TpobGnembr ananmusa kona B pexxume sapa B OC cemeiictBa Windows. CucTeMHBIC OTIIATYHKH.
Cuctemnsblii otnaguuk Syser. OcoOeHHOCTH paboThl ¢ oTnaauukoM Syser. BcrmomorarenbHble
WHCTPYMEHTHI aHajiu3a mporpamMM. MOHUTOP aKTUBHOCTH mpoueccoB ProcMon. Bo3moxkHocT
yTunutsl ProcMon. Ytunuta ynpasienus nporeccamu Process Explorer. Bo3MokHOCTH yTHIINTBI
Process Explorer. CBoticTBa mporieccoB, onpezensiembie yTunuToi Process Explorer.

Paznen 2. 3amuTa nporpaMMHBIX peaju3amuii.

ITocTaHoBKa 32724 3alIUTHI IPOrPAMMHBIX peaju3anuid oT usydeHnus. IloctaHoBka 3amaun
3alIUTHl IPOTPAMMHBIX pean3aluil OT M3y4eHHs Ba)KHOCTh 3aluThl MPOrpaMM OT aHaIM3a.
IIpynynHEl OTKa3a OT IPUEMOB 3alUUTHI IPOIPAMMHBIX peaM3aluid OT aHaiu3a. /JocTonHCTBa U
HEJIOCTAaTKHU 3allMThI MPOTPAaMMHBIX peanu3anuii oT aHanuza. [I[pumep nmporpamMmel ¢ 3alIUTON OT
ananu3a. CriocoObl BKIIIOUYEHUS 3aIIUTHI OT aHaJIM3a B IPOrPaMMHYIO peasIn3aluIo.

Tema 6. Jlunamuueckoe u3MeHeHHe Kkoaa mnporpammbl. CrocoObl  OopraHu3aIuu
TUHAMUYECKOTO0 HW3MEHEHHUsi kojaa mporpammbl. [loHsitue pacnakoBmuka. PacmakoBka Koja.
PacmakoBmuk UPX. IlpemmymectBa W  HemZOCTaTKM  pacnakoBmukoB. Ilommmopduoe
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npeoOpa3oBanue kona. Hanbosee npocteie moauMopHbie TpeoOpa3oBaHus Koja. «3aceHBaHUE)
KOJla «IYyCTBHINIKaMi». BcTaBka B KOJ KOMaH] yCJIOBHBIX IIEPEXOJOB Ha CiIydailHBIE aapeca Io
TOKIECTBEHHO JIOXKHBIM YCIOBHUSM. 3aME€Ha KOMaH] CMHOHMMaMHd. 3aMeHa PErucTpoB M (WIJIH)
JOKAJIbHBIX ~ MEPEMEHHBIX,  HCIOJB3yeMbIX  KoMaHaamu. Hemoctatku — moimMopdHBIX
npeoOpa3oBaHui.

Tema 7. HckyccTBeHHOE YCJIO:KHEHHE CTPYKTYpbI nmporpamMmbl. CriocoObl MCKYCCTBEHHOTO
YCIIOXKHEHHUSI CTPYKTYpbl TpOrpaMMbl. BbI30B  (pyHKIMM HECTaHIAPTHBIMH  CIIOCOOAMHU.
KocBenHnsblii BbI30B (yHKIMU. BBI30B (DyHKIMM MOCPEICTBOM MAIIMHHOW KOMaH[bl ret. Bri3oB
dbyHKIMH Yepe3 00padOTUYNK UCKITIOYUTEIIBHON CUTYallud. BbI30B QyHKIIMK B OT/AEILHOM IOTOKE.
Bo3oB ¢ynkuuu uepes myin norokoB worker thread. BoizoB ¢yHKIMu uepes mys MoTOKOB wait
thread. Be13oB ¢yHKIHM yepe3 nepenady HEKOTOPOMY OKHY HECTaHIApPTHOTO cOooOIIeHus. BbI3oB
¢yHkuun mo Taiimepy. BBI30B (QyHKIMM dYepe3 TEepEuMCIEHHE JIOUYEPHUX OKOH OKHa,
COJIEp>KaIlero €AMHCTBEHHOE Jo4YepHee OKHO. BbI30B (pyHKIMH uyepe3 MepeyuclieHHe TIIaBHbBIX
OKOH MPOrpaMMBbl, UMEIOIEH eTUHCTBEHHOE ITIABHOE OKHO. BBI30B (hyHKIIMK Yepe3 IepeuncieHne
(haiiyIoB MOAKAYKH CHCTEMbI, UMEIOIICH eIMHCTBEHHBIN (Daityl mojkauku. Bei3oB QyHKIMu yepes
ACUHXPOHHBIN BBOA-BbIBOJ. HecTangapTHbIE cr1oCOObI CpaBHEHUS JAHHBIX.

Tema 8. HecrannaptHblie oOpameHusi K (PYHKIUSIM onepanuoHHoil cuctembl. CriocoOb
OpraHu3alliil  HECTaHJAPTHOrO  oOOpamieHuss K  (QYHKOUSAM  ONEpAlMOHHONW  CHCTEMBI.
JNuuamuuecknii ummnopt. Mcmonb3oBanue 0Oosiee HU3KOYPOBHEBBIX CHUCTEMHBIX (YHKIMHA, YeM
00b1yHO. Mcnonb3oBaHne COOCTBEHHBIX pean3alii cTaHaapTHRIX QyHKIHMA 1 koMoHeHT B OC
cemerictBa  Windows. Hcnosp3oBaHue  MOCpeOHUYECKOTO  JpaiiBepa. Vcmonb3oBaHue
HECTaHIAPTHBIX MyTeH pealu3alud TeX WIM HHBIX CHCTEMHBIX (yHKUIui. Monudukanms
Ta0JINILIBI aJIPECOB UMIIOPTOB MPOTPAMMBbI B XOZI€ BBIITOJHEHUS TIPOTPAMMBI.

Tema 9. HckyccTBeHHOe YCJIOKHEHHME AJTOPUTMOB  00padoTku  AaHHBIX. CrocoOsbr
HCKYCCTBEHHOI'O YCJIOXHEHHUs alIrOpUTMOB OOPaOOTKM HAaHHBIX. MHOrOKpaTHOE KOIHMPOBAaHUE
JTaHHBIX ¢ MecTa Ha MecTo. KonmupoBaHue OJHUX M T€X K€ JAHHBIX C HCIIOJIB30BAHMEM I10
Ha3HAYCHHUIO TOJBKO OJHON M3 Komwid. [IpuMeHeHWe K JaHHBIM CIIOKHBIX TPEeoOpa3oBaHUM.
Pazbuenue anroputMoB o0pabOTKM JaHHBIX Ha ()parMeHThI. YCIOKHEHHass 00paboTKa OIHOOK.
HckyccTBeHHOE yCnokHEHUE (popMara JaHHBIX. XpaHECHHE JAHHBIX B HEOOBIUHBIX MECTAX.

Tema 10. BoisiBnienne ¢akra BBINOJIHEHHS TMPOrpaMMbl MNOA OTJAAYHKOM. CriocoObl
BBISIBIICHUS (DakTa BBIOJHEHUS TNPOTPaMMBl TOJ OTIaaA4MKOM. Mcmonb3oBaHue (QYHKUIUH
IsDebuggerPresent. IlpoBepka KOHTPOJBHBIX CYMM YYacTKOB KOJa, KOTOpPHIE HE JOJDKHBI
U3MCHATBCA B XOA€ OGBI‘IHOFO BBIITIOJIHCHUA TIPOTpPaMMBI. OTtcrnexuBanue JJIIUTECIIbHOCTHU
BBITIOJTHEHUS T€X WJIM MHBIX YYaCTKOB KOJa MporpaMMbl. HaBsi3pIBaHUE OTIaAYUKY JIOKHBIX TOUEK
OCTaHOBa. 3acopeHHe KOHCOJIM OTJIaJYNKa MHOTOKPATHBIMH BBI30BAMHM CHCTEMHOH (DyHKIHH
OutputDebugString.

Tema 11. BpisiBjileHMe  KOHKPETHBIX  OTJAAYUKOB 10  KOCBEHHBIM  INPH3HAKAM.
Vcnonp30BaHne OAHOTO W3 TPOLIECCOB MPOTPAMMHON pealn3aliid B KadeCcTBE OTJIAAYUKA.
Hcnonb30BaHue MPOrpaMMHBIX OIIMOOK KOHKPETHBIX OTJIaJAYUKOB. 3aliUTa OT aHaiu3a
npaiiBepoB, BeIIOIHsIOMUXCA B pexkume siapa OC cemerictBa Windows. IlepexBaT npepbiBanmii 1
U 3, UCNONb3yeMbIX OTJIAAUUKaMH. AHAIU3 COAECPKUMOIO OTIAJ0YHBIX PETUCTPOB B IIENAX
BBISIBIICHUS alllapaTHBIX TOUEK OCTaHOBAa. BpeMeHHOe nepeHanpaBieHne CTeKa TeKyIEero NoToka
Ha o001acTh OMEpaTUBHOM TaMATH, J000e oOpalieHHe K KOTOpOW BBI3BIBACT (aTaabHYIO
UCKJIIOUUTENIbHYIO CUTYAIHIO.
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Pa3nea 3. IlporpamMHbIe 3aKJIaIKH, IYTH UX BHEPEeHHsl, CPeICTBAa U METObI
NPOTHBOAEHCTBHUSA MPOrPAMMHBIM 3aKJIAKAM.

Tema 12. IIporpaMmmHble 3akaagku W (opMajbHbIe MOJAEJH HX B3aNMOAEHCTBHA C
arakyeMoii cucremoii. OOmue cBeaeHus. [lonarue nporpammuoil 3aknaakud. OcCHOBHas
OIMaCHOCTh MPOTPaMMHBIX 3akiajok. Hambosee wu3BecTHblEe MporpaMMHbIe 3akiagkd. OOmume
cBeleHHUss W 0a3oBble  TOHATHSA  (GOPMAIbHOW  CyOBEKTHO-OPHMEHTHPOBAHHOW  MOJIEIH
KOMIIBIOTEpHON cucTembl. Hambonee wu3BecTHhle (QOpMaiIbHBIE MOJCIN B3aUMOACHUCTBUS
MpOTpaMMHOM  3aKJaJKM C aTakyeMoil cuctemoil. Kraccudukamus THUNHYHBIX — CXEM
B3aUMOJCUCTBUS IPOrPAaMMHOM 3aKJIAJIKU C aTaKyeMOU CHUCTEMOM.

Tema 13. ®opmanbHas Moaedb “Habmogarenb”. Onucanme  (opMambHOW  MOIEIH
“nabmrogarens”’. OCOOEHHOCTH, BO3MOXKHOCTH M HEAOCTATKH MPOTPAMMHBIX 3aKJIaJIOK Kjacca
“Habmonatens”’. CKpBITBIM yNalIeHHBIA KOHTPOJIb 3apaK€HHOM CHUCTeMbl. JlOMOJHHUTEIbHbIE
3a/laud, pellaeMble TPOrpaMMHBIMHM  3aKJIaJkaMu  Kjacca “‘HaOmromarens”.  [lpumepsr
nporpaMMHbIX 3akianok: Back Orifice, NetBus, Pinch. Kiment-cepBepnas apxurtekrtypa,
TpeOOBaHUsI K CEpBEpPHOM dYacTH W 0000mIeHHas cxema (YHKIIMOHUPOBAHHS TMPOTPAMMHON
3aKJIa KK Kilacca “‘Habmromarens”’. MackupoBKa MPOTOKOJIA B3aUMOACHCTBHS KIIMEHTA U cepBepa
MIPOrpaMMHOM 3aKJIaJIKH Kjacca “HabmomaTess .

Tema 14. ®opmajbHasa Mojeab “mepexBar”. Omnucanue (GopMaabHOH MOJAENH ‘‘TepexBar’.
OcHoBHBIE 00BEKTHI TIepexBaTa. CrocoObl TiepexBara mapojei. AJTopuT™M pabOThl TIEpeXBaTUUKa
napoJieli mepBoro poja. AnroputM paloThl KiIaBHAaTypHOro (uibTpa (IepexBaTyhka HapoJieit
BTOPOTO poja). AJITOpUTM paOOThI 3aMECTUTENS MOJCUCTEMBbI ayTeHTU(PHUKAHMK (TTepeXBaTINKA
napoJyieii TpeTbero pojaa). MoHHUTOpHI (ailnoBbIX cucteM. Mouutop cet. [IpuHIMIBI paboOTHI
MOHHUTOpA CeTH. THUIBI CETEBBIX MMAaKETOB, NOAXOAALINX A nepexsara. [IporpammHas 3akiaaka
KJacca “ybopka mycopa. JIocTOMHCTBa M HEAOCTATKH MPOrPAMMHBIX 3aKJIAJI0K Kjlacca “repexBat’
KaX/10T0 BUJA.

Tema 15. ®opmajbHas Moaedb “Hckaxenne”. Onucanne GopMaabHON MOJETH “UCKaXKEHUE .
MeTtoab1 HECAaHKLIMOHUPOBAHHOI'O MOBBIILICHUS MOJIHOMOYU I MIOJIb30BaTENEH.
HecaHKIMOHMPOBAHHOE HCIIOJIB30BAHUE CPEACTB JIHUHAMHYECKOTO HM3MEHEHHS IOJHOMOYHHN.
[IpuMepsl HECAHKIIMOHMPOBAHHOIO UCIOJIb30BAaHUS CPEJICTB JUHAMUYECKOTO HU3MEHEHUS
nomHoMounit B OC cemeiictBa UNIX n Windows. MeToa mopoKIaeHHUs JOYEPHETO Mpoliecca
CUCTEMHBIM TPOLIECCOM M €r0 TeXHHUYEeCKas peanu3anus. Meroa MoauduKauy MaluHHOTO KOaa
MOHHUTOpA 0e301acHOCTH 00BeKTOB. Bapuaruu ¢popmansHOR Mozaenu ‘“‘uckaxkenue”’. Crenc-
TexHosaoruu. Crenc-npaiiBep. @yHKIMM cTeNC-IpaiiBepa.

Tema 16. MeToabl BHeipeHUsI MPOrPAMMHBIX 3aKJA/10K. BHepeHre mporpaMMHOM 3aKiIaaku
B aTaKyeMyl0 CHUCTEMY B TepMHHaX CyOBEKTHO-OpHEHTHPOBaHHON Mmozenu. Knaccuduxarms
METOJ0B BHEJPEHUS MPOTrpaMMHBIX 3aKJIaJoK. MeToa MacKUpOBKHM MPOrPaMMHON 3aKJIAJKHU MO
npukiagHoe I1O u ero Bapuanuu. [Ipumep peanuzanun MaCKUPOBKH MTPOTPAMMHOM 3aKJIaIKH MO
npukiiagHoe [10. MackupoBka nporpaMMHoi 3akiaaku noj cucremHoe [10. Meron nmoaMensl
cuctemHoro I10. Beibop mporpamMMHOro MOMyJs Uisi MOAMEHBl. Bo3MOXXHOCTH peanm3anuu
METO/]1a IOJIMEHBI CHCTEMHOTO MPOTrpaMMHOro obecriedeHus B coBpeMeHHBIX OC. Metos npsMoro
aCCOLIMMPOBAHMS IMPOTPAMMHOM 3aKJIQJKA C IPOrpaMMHBIM MOAYJeM. MeToJ KOCBEHHOTO
aCCOIMUPOBAHUS MPOTPAMMHOM  3aKJIaJKM C MPOrpaMMHBIM  MoxayieM. (OcoOeHHOCTH,
JOCTOMHCTBA M HETOCTATKU KaXKJI0T'0 U3 METOJIOB BHEIPEHUS TPOrPaMMHBIX 3aKIaJ0K.
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Tema 17. Komnbrorepuble Bupychl. DopManbHble ONpEAEIEHUS KOMIIBIOTEPHOTO BHpYyca.
CBoiicTBa KOMIIBIOTEPHOr0 BHpyca. KpaTkass XpOHOJOTHS 3BOJIIOLMN KOMIBIOTEPHBIX BUPYCOB.
TpeGoBanust K KOMIIBIOTEPHOMY BUpYCY. JlOMONHUTENbHBIE TPeOOBAaHUS K BUPYCY B YCIOBHSAX
COBPEMEHHOW  omepanuoHHOM  cucteMbl.  Crenc-mexaHm3Mbl B BUpycax.  CrmocoOsl
pacnpocTtpaHeHus BUpycoB. CeTeBble BUPYChl. KpaTkas XpoHOJIOTUsl pa3BUTHS CETEBBIX BUPYCOB.
Bupyc MSBlast, ero Bo3HukHOBeHHE 1 0COOeHHOCTH. OCHOBHBIE KJIACCHl COBPEMEHHBIX CETEBBIX
BHUPYCOB. OnnaiiH-BUPYCHI. ANTopUTMBI (YHKIIMOHUPOBAHUS
OHJIAWH-BUPYCOB. MeTonbl MOJy4eHHUs AOCTylla K pecypcaM KOMIBIOTEpOB-kepTB. llouToBbIE
BUpYChl. OTIMYUS MOYTOBBIX BUPYCOB OT OHJIAWH-BUPYCOB. DTarbl pabOThl MOYTOBOTO BUpYCa:
BBIOOp OYEpEeTHOW JKEPTBBI, 3allOJHEHHE TEMBbI M TeJla 3JEKTPOHHOTO MHCbMA, MPHUKPEIUICHUE
BHpYCa K MHChbMY, OTIIpaBKa 3apa>KEHHOro MuchMa xkepTBe. CrocoObl peain3alyy 3TarnoB padoThl
IIOYTOBOTO BHpYyca.

Tema 18. CpencrBa W MeTOAbI 3alIUTHI OT MPOrPAMMHBIX 3aKJAA0K. MeToAbl 3allUThI
KOMITBIOTEPHBIX CHUCTEM OT MPOTrpaMMHBIX 3akjIagoK. OCHOBHbIE NPUHIUIIBI KOMIIBIOTEPHOU
CUCTEMbl B OTHOIICHUM MporpamMMHbiXx 3aknafok. IlpuHmun muaumuzanuu [10. ITpunnun
MUHMMH3ALUNA TIOJTHOMOYUM ToJib3oBaTelns. KoHuenuus u30J1MpOBaHHON MPOTPAaMMHOM CpEbl.
JlomomHUTEBHBIE TTPOTPAMMHBIE CPEACTBA 3aITUTHl KOMITBIOTEPHON CHCTEMBI OT MPOTPAMMHBIX
3aKkiagok. TpeOoBaHUS K MOMOTHUTEIBHBIM MPOTPAMMHBIM CPEICTBAM 3alIUThl KOMITBIOTEPHOM
CHUCTEMBI OT TPOTPAMMHBIX 3aKJaZoK. MeToasl OOphOBI C MPOrpaMMHBIMH 3aKJIaJKaMH B
KOMITBIOTEPHBIX cucTteMax. CKaHUPOBAHHME CHUCTEMbl Ha MPEIMET HaJIUYMs MPOrPAMMHBIX
3akiaaok. CUTHaTYypHOE CKaHHpOBaHWE. DBPUCTUUYECKOE CKaHUpoBaHHWE. OCHOBHBIC MPU3HAKU
HAINYHS B CKAHUPYEMOM 00BEKTE KOMIBIOTEpHOTo BHpyca. CriocoOs! “oOMaHa” 3BPHUCTUYECKOTO
ckaHepa. JIOCTOMHCTBA U HEJIOCTATKH CUTHATYPHOTO M 3BPUCTHYECKOTO CKAaHUPOBAHUM.

Tema 19. Opranu3zanuoHHble W AAMUHUCTPATHBHbIE Mepbl AHTHUBHPYCHOHM 3alIUTbI.
OCHOBHBIE MEPONPUATHSA [0 OPraHU3ALMOHHOMY COIIPOBOXIECHHUIO AHTUBHUPYCHOM 3aIlMTHI.
HNHcTpyKTHpOBaHUE MOIb30BaTeNell. BEIOOp MOMEHTa IPOBEICHHsI MHCTPYKTa)a MOJIb30BaTeleH.
IIpocMoTp W aHaiWM3 JaHHBIX perucTpauud W MoHMTOpuHra. KoHTponp kauecTBa
ayTeHTU(UKAMOHHBIX JIaHHBIX I0JIb30BaTesei. PerynspHble mpoBepKU aJeKBaTHOCTU MTOBEACHUS
JIULl, OTBCTCTBCHHBIX 3a O6GCH€‘I€HI/I€ aHTHBprCHOﬁ 3alllUTBl CCTHU, B CJIy4dYacC YCIICIIHBIX
BHUPYCHBIX aTak. PeryisipHble HHCIIEKIIUU COCTOSHUSI aHTUBUPYCHON 3alUTHI.

6. TEMbBI IPAKTUYECKUX U CEMUHAPCKHX 3AHSATHI
[IpakTuueckue U ceMUHAPCKUE 3aHATHS HE TPETyCMOTPEHBI YYEOHBIM IJIAHOM.

7. JABOPATOPHBIE PABOTBI (JIABOPATOPHBIN ITPAKTUKYM)
[{uka nabopaTOpHBIX PabOT BKIOYAET B ce0st 3 00beMHBIX Ja0OpaTOPHBIX PabOTHL. 3agauyamMu
IIUKJIA SIBIISTIOTCA:

o OCBOEHHE OCHOBHBIX METOJIOB aHaJIN3a IPOrPaMMHBIX peain3aluii Ha MPaKTUKE;

o OCBOEHUE MPUHLHUIIOB pabOThI C COBPEMEHHBIMH Tu3acceMOiepaMy U OTJIaJUUKaMHU;

o OCBOCHHME OCHOBHBIX METOJIOB 3aILUTHI MPOrPAMMHBIX peaiu3aliii OT aHaIN3a;

o OCBOCHHME OCHOBHBIX METOJIOB OpraHU3alliy 3alIUThl OT IPOrPAMMHBIX 3aKJIaJIOK U BUPYCOB

B KOMIIBIOTCPHBIX CUCTEMAX.

dopma A Crpanuna 9u3 16



MunncrepctBo Hayku U Bbiciiero odpasosanus Poccuiickoit @enepaunu
VbsHOBCKHIT rOCy/1apCTBEHHBIIH YHUBEPCHTET

®dopma

®-Pabouas nporpamma Mo JHCLHUILIHHE

JlaGopatopnas 1. IloBTopenue. OcHOBBI padoThI ¢ acceMbaepoM.

[lenp: mOBTOpEeHHME OCHOBHBIX JJIEMEHTOB sI3bIKa accemOiepa W COOTBETCTBYIOIIMX
MpUEMOB PabOTHI ¢ acceMOIIepOM.

Copepxanne pabOThL: TpOrpaMMa Ha SI3bIKE acceMOusiepa s mporieccopoB Intel u ee
CTPYKTYypa, OCHOBHBICE KOMaHIBI B s3bIKe accemOiepa misi mporeccopoB Intel, mpepsiBaHus,
¢aiinoseie onepanuu B OC Windows, acceMOiepHbIe MaKpOOIPEICTICHHSI.

Pe3ynbTaT: KOHCOJIBHOE MPHIIOKEHHE, PEATH3YIOIIEe PEIICHUE TIOCTABICHHON 3a/1a4H.

Meronudeckue yKa3aHWs: BBIMOJHEHHE 3aJaHMsl JOJHKHO BECTHCHh C HCIOJIB30BaHUEM
accemOniepoB u IDE cpen pa3zpaboTku.

JlaGoparoprast 2. AHaJIM3 NPOrpaMMHBbIX peajiu3aluii.

[lenb: momydyeHre HABBIKOB aHaIM3a MPOrPaMMHBIX pealn3aluii, paboThl ¢ OTJIaTIMKAMU
U au3acceMOnepamu.

Copepxanuie pabOThl: aHAIM3 MPOTPAMMHBIX pealli3alMii METOJIOM SKCIIEPUMEHTOB C
“4qepHBIM SIIMUKOM~ W €ro pa3HOBUIHOCTH, CTAaTUUYECKMM METOJ aHajlin3a MpOrpaMMHBIX
peanu3anuii ¥ ero pa3HOBUIHOCTH, JUHAMHYECKU METOJ aHAJIM3a MPOrPAMMHBIX peau3aluil u
€ro pa3HOBHJHOCTH, aHAJIMW3 OBEPJCHHBIX NPOTpaMM U OKOHHBIX TPHIOXKEHUH B
OC cemeiictBa Windows.

Pesynbrat: mogpoOHass JEMOHCTpaLUsi pe3yJbTaToB paboThl, OTYET O MPOJAETAHHOM
pabore.

Meronudeckue yka3aHMs: BBINOJIHEHHME 3aJaHMsl JOJDKHO BECTHCH C HCIOJb30BaHUEM
nu3acceMOIepoB, OTIAJAYUKOB, M BCIOMOTATENbHBIX MPOTPAMMHBIX CPEACTB,, OTYET MOJIKEH
cojiepKaTh MOAPOOHBIN aHATTU3 MPOJIETaHHONW PAOOTHI.

JlaGoparopnast 3. 3amuTa NporpaMMHBbIX peaju3aluii 0T UCCIeI0BAHMSI.

[lens: moONy4YeHHWE HABBIKOB TIOCTPOCHHUS 3allUTHl IMPOTPAMMHBIX peajH3alHid  OT
UCCIICIOBAHMS.

Copneprxanue paOOThI: OpraHU3aNus IAHAMHYECKOTO WM3MEHEHHUS KOJa MpPOTPaMMBI,
MCKYCCTBEHHOT'O YCIIOKHEHHUS CTPYKTYPBI IPOrPaMMBbI, HECTAaHIAPTHOTO O0paIieHus K pyHKIUIM
ONEPAllMOHHOM CHUCTEMBI TMPH peau3alliil  MPOTPaMMbl, HCKYCCTBEHHOTO  YCIIOKHEHHSI
arOpUTMOB ~ 00pabOTKM  NAaHHBIX B  IporpamMMe, BBIABICHHS  (DakTa  BBITOJHEHHS
MPOTPaMMBEI ITO/T OTIATIHKOM.

Pe3ynbraT: KOHCONMBPHOE TPUIIOKEHHUE, pEeaTU3yIollee peIIeHUEe IOCTaBICHHON 3ajaud,
noApoOHast AEMOHCTPAIUS PE3YIbTATOB PabOThI, OTUET O MPOCITAHHON padoTe.

Metoanueckie yKa3aHMs: BBIIIOJHEHHWE 3aJaHUs JOJDKHO BECTUCh C HCIOJIb30BAHHUEM
acceMOyiepoB, au3accemOiaepoB, omnagunkoB u IDE cpen pa3paboTku, oTueT JOJKEH CONEpkKaTh
MOJIPOOHBIN aHAIN3 IPOIETAHHON PabOTHI.

8. TEMATHUKA KYPCOBBIX, KOHTPOJIBHBIX PABOT, PE®GEPATOB
KypcoBbie paboTbl, KOHTPOJIbHBEIE PA0OTHL, peepaThl HE MPETyCMOTPEHBI YUEOHBIM TIAHOM.

9. IEPEYEHDB BOITPOCOB K 3AUYETY

3HaTh IOCTAHOBKY 3a/la4yM aHaJIKM3a [IPOrPaMMHBIX peanu3aluil.

. 3HaTh 3Tanbl aHATITN3a IPOTPAMMHBIX pPeaTH3arHil.

3. 3HaTh OnKCaHUE, BO3MOXKHOCTH, JIOCTOMHCTBA U HEJOCTATKU METOJa SKCIIEPUMEHTOB C “depHBIM
SIIITAKOM .

4. YMeTb NpUMEHATHh METO]I SKCIIEPUMEHTOB C ““UE€PHBIM ALIUKOM™ MPH aHAIHU3€E IPOrPaMMHBIX
peanu3anui.

5. 3HaTph omMcaHue, BO3MOXKHOCTH, JOCTOWHCTBA M HEJAOCTATKH CTATHYECKOTO METO/Ia aHaIn3a
MIPOrPaMMHBIX peaIU3alni.

6. YMETbh NIPUMEHSTH CTATHUECKUI METO/ aHAJIN3a IPOTPaMMHBIX PEATU3aliil Ha PAaKTHKE.

N —
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7. Ymeth paboTtaTh ¢ Au3acceMOiIepaMu.

8. 3Hatb onucaHue, BO3MOXHOCTHU, JOCTOUHCTBA M HEAOCTATKU JUHAMUYECKOT0 METO/1a aHAJIN3a
MPOTPaMMHBIX peaTr3anui.

9. 3HaTb OCHOBHBIE METOABI IIOUCKA MHTEpecyIouel (YHKIUH B IPOrPaMMHOH peann3amnu.

10.YMeTh MPpUMEHATh METO/ MassKOB Ha MPAKTHKE.

11.YmMerh npuMeHATh MeToa Step-Trace Ha MpaKkTHKeE.

12.YMeTh NpUMEHSTH JUHAMHYECKUI METOJ aHAJIN3a IPOTPaMMHBIX peau3aliil Ha IPaKTHKE.

13.MimeTh mpeacTaBieHUE O MEXaHN3Max padOTHI 0TI INKA.

14.YmeTs paboTaTh ¢ OTIaAYMKAMH MPOTPAMMHBIX peaTH3aIni.

15.mets npencTaBnenus o paboTe ¢ OTIaAYUKaMH YPOBHS sIIpa.

16.3HaTh 0OCOOCHHOCTH aHATIN3a OBEPIICHHBIX IPOTPaMM.

17.3HaTh ocobeHHOCTH aHanm3a rpadudeckux nporpamm B OC cemeiictea Windows.

18.MmeTh npencTaBneHus 0 BO3MOXKHOCTSAX MakeTa yTuiuT Syslnternals.

19.3HaTh MOCTAHOBKY 3a/1a4M 3aLUTHI IPOrPAMMHBIX PEATU3aLHi OT U3YUECHHUS.

20.3HaTh TOCTOMHCTBA U HEAOCTATKH 3aIUTHI IPOTPAMMHEIX PEATH3AIUi OT aHAIHN3a.

21.3HaTh OCHOBHBIE CITOCOOBI 3alIMTHI TPOTPaMMHBIX peaIM3aliii OT aHaju3a (IMHAMUYeCKOe N3MEHEHNE
KOZIa IPOTPaMMBbl, HCKYCCTBEHHOE yCIIOKHEHUE CTPYKTYPhI IPOrpaMMBbl, HECTAHAAPTHOE 00palleHue K
(YHKUIMSAM ONEpallMOHHON CHCTEMBI, ICKYCCTBEHHOE YCIIOKHEHUSI aITOPUTMOB 00paOOTKU TaHHBIX,
BBISBJICHHE ()aKTa BBITOTHEHUS IPOTPAMMBI I10]] OTJIATIHKOM ).

22.YMeTh pealn30BaTh 3aIIUTY MPOrPaMMHOM peann3aluy OT aHaJu3a Ha IPaKTHKeE.

23.MImeTb npeacTaBiieHHs 0 CyObEKTHO-OPUEHTUPOBAHHON MOJAEIH KOMIIBIOTEPHON CHCTEMBI.

24.3HaTh onpe/ieIeHre MTPOTPaMMHON 3aKITalIKU U TIPEABSBIsIEMbIE K Hel TpeOOBaHUs.

25.3HaTh OCHOBHBIE (pOpMaNTbHBIE MOICITH B3aUMOACUCTBHS POTPAMMHON 3aKJIAJAKH C aTaKyeMOH
CHUCTEMOM.

26.3HaTh IOCTOMHCTBA, HEJJOCTATKU M MPUHIHITE ()yHKIMOHUPOBAHUS KXKI01 (OPMaIbHON MOJETH
B3aUMOJICHCTBUSI TPOTPAMMHON 3aKJIaJIKU M aTaKyeMoil cucteMsl (“‘HabmrogaTens”’, "nepexsar”,
”HCKaXeHue”

27.3HaTh OCHOBHBIE METOIbl BHEAPEHHS IPOrPaMMHBIX 3aKJIa0K.

28.3HaTh IOCTOMHCTBA, HEJJOCTATKU M MPUHIHITE ()yHKIMOHUPOBAHHUS KAXKJOT0 METO/Ia BHEAPEHHS
IIPOrpaMMHBIX 3aKJIaI0K (MAacCKUPOBKa oJ npukiiagHoe u cuctemuoe 110, nmonmena cucremuoro 110,
METOJ IIPSIMOT'0 U KOCBEHHOTO aCCOLMUPOBAHUS C IPOTrPAMMHBIM MOIYJIEM).

29.3HaTh onpeseieHre BUpYyca U MPeIbsBIsIEMbIE K HEMY TpeOOBaHUSI.

30.3HaTh KIaccu(UKALHMIO U OCOOCHHOCTH (PYHKIIMOHUPOBAHHS KaXXIOTO KJlacca MPOrpPaMMHBIX 3aKJIAZT0K
1 BUPYCOB.

31.3HaTh OCHOBHBIE CPEACTBA U METO/IBI 3AIUTHI OT MPOTPAMMHBIX 3aKJIa/I0K.

32.3HaTh OCHOBHBIE OPTaHU3ALMOHHBIE U aJJMUHUCTPATUBHBIE MEPHI AHTUBUPYCHON 3aIIUTHI.

33.YMeTh OpraHu30BaTh 3alIUTy OT NPOrPAaMMHBIX 3aKJIaf0K U aHTUBUPYCHYIO 3aIIUTY B KOMIIBIOTEPHOI
cHucTeMe.

10. CAMOCTOSATEJIBHASA PABOTA CTYJIEHTOB

Ha3Banue pa3ejioB M TeM Buj camocTosiTe1bHOI padoThI O0beM B yacax | Popma KOHTPOJISA

1.TlocTanoBKa 3a1aun aHaIn3a ITpopaboTka yueOHOrO MaTepuaia, 4 3aueT, TeCTUpPOBaHUE

POrPaMMHBIX peaIn3alyi. MOJI'OTOBKA K Cade 3aueTa

2.MeToJ 3KCIIEPUMEHTOB C ITpopaboTka yueOHOrO MaTepuaia, 2 JlaboparopHas pabota,

“4epHBIM SIIIUKOM . MOJrOTOBKA K CAaYe 3a4eTa, 3a4eT, TECTUPOBAHUE
sabopaTopHble paboThI

3.Crarudeckuil METON. ITpopaboTka yueOHOrO MaTepuaia, 2 JlaboparopHas paboTa,
MOJrOTOBKA K CAaYe 3a4eTa, 3a4eT, TECTUPOBAHUE
sabopaTopHble paboThI

4. luHaMUYECKUH METOA. ITpopaboTka yueOHOrO MaTepuaia, 2 JlaboparopHas paboTa,
MOATOTOBKA K cade 3a4era, 3a4eT, TECTUPOBaHHE
J1a00paTopHbIe pabOThI

5.0co0eHHOCTH aHan3a IIpopaboTka yaeOHOTO MaTepuana, 4 JlaGopatopHas pabora,

HEKOTOPBIX BHIOB IPOTPAMM. MOATOTOBKA K cade 3a4era, 3a4eT, TECTUPOBaHNE
J1a00paTopHbIe pabOThI
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6.ITocTanoBKa 3aga4un 3aIUTEI
MPOTPAMMHBIX pEalTU3aIHid OT
W3yYCHUSL.

IIpopaboTka yaeOHOTO MaTepuara,
MOJITOTOBKA K CIa4e 3a4eTa

3ader , TECTUPOBAHUE

7. luHaMUYECKOE U3MEHEHHUE
KOJla IPOrpaMMBl.

IIpopaboTka yueOHOrO MaTepHana,
MOJIrOTOBKA K cladye 3a4era,
sabopaTopHble paboThI

JlaboparopHas pabora,
3a4eT, TECTUPOBAHHE

8.HckyccTBEHHOE YCII0KHEHHE
CTPYKTYPBI IPOTPAMMBI.

IIpopaboTka yueOHOrO MaTepHana,
MOJIrOTOBKA K cladye 3a4era,
sabopaTopHble paboThI

JlaboparopHas paboTa,
3a4eT, TECTUPOBAHHE

9.HectanmapTHbIE 0OpaIeHus K
(yHKIIUSAM OTIepaIriiOHHOM
CHCTEMBI.

IIpopaboTka yaeOHOTO MaTepuara,
MOJIrOTOBKA K cladye 3a4era,
J1a00paTopHbIe pabOThI

JlaGoparopnas pabora,
3a4eT, TECTUPOBAHHE

10. HckyccTBeHHOE
YCI0XKHEHUE aJrOPUTMOB
00pabOTKN JaHHBIX.

IIpopaboTka yaeOHOTO MaTepuana,
MOJIrOTOBKA K cladue 3a4era,
J1a00paTopHbIe pabOThI

JlaGopatopnas padora,
3a4eT, TECTUPOBAHHE

11. BrisiBnenue dakra
BBITIOJIHEHHS TIPOTPAaMMbI [IO]1
OTJIaTYUKOM.

IIpopaboTka yaeOHOrO MaTepuana,
MOATOTOBKA K C/aUe 3a4eTa,
sabopaTopHble paboThI

JlaGopatopnas padora,
3a4eT, TECTUPOBAHHE

12. IIporpamMmHBIe 3aKIaAKH
1 OpMaIbHBIC MOJICIIH X
B3aMMOJICHCTBUSI C aTaKyeMOM
CHCTEMOM.

IIpopaboTka yueOHOrO MaTepHana,
MOJITOTOBKA K CIa4e 3a4eTa

3auer , TECCTUPOBAHUC

13. ®dopmanbHasg MOJEINb ITpopaboTka yueOHOrO MaTepuaia, JlaboparopHas paboTa,

“Ha0romaTeNs”. MOATrOTOBKA K CAaye 3a4eTa, 3a4€eT, TECTUPOBAHUE
sabopaTopHbie paboThI

14. ®dopmanbHasg MOJEINb ITpopaboTka yueOHOrO MaTepuaia, JlaboparopHas pabota,

“nepexsart’’. MOATOTOBKA K cllave 3a4eTa, 3a49eT, TeCTUPOBAHNE
J1a00paTopHbIe pabOThI

15. dopmanbHas MOJEINb IIpopaboTka yaeOHOrO MaTepuara, JlaGopatopnas pabdora,

“nckaxkenue”. IMOJrOTOBKA K CIade 3a4era, 3a4eT, TECTUPOBAHNE
J1a00paTopHbIe pabOThI

16. MeToibl BHEIPESHHUS IIpopaboTka yaeOHOTO MaTepuana, JlaGopatopnas padora,

MPOTPAMMHBIX 3aKJIaJO0K.

MOATOTOBKA K C/1aUe 3a4eTa,
sabopaTopHble paboThI

3a49€T, TCCTUPOBAHUC

17. Komrmsrorepusie Bupycsl. | IIpopaboTka yueOHOro Matepuana, JlaboparopHas pabota,
MOJrOTOBKA K CAaYe 3a4eTa, 3a4eT, TECTUPOBAHUE
sabopaTopHble paboThI

18. CpencTtBa 1 METOABI ITpopaboTka yueOHOrO MaTepuaa, JlaboparopHas pabora,

3alIUTBI OT IPOrpaMMHBIX
3aKJIaJOK.

MOJIrOTOBKA K cladye 3a4era,
sabopaTopHble paboThI

3a4€T, TCCTUPOBAHUC

19. OpranuzalunMoHHbBIE U
aJIMUHUCTPATUBHBIC MEPHI
AHTUBHUPYCHOM 3aIlIUTHI.

IIpopaboTka yueOHOrO MaTepHania,
MOJIrOTOBKA K CAa4e 3a4eTa,
J1a00paTopHBIe pabOTHI

JlaboparopHas pabota,
3a4eT, TECTUPOBAHHE
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11. YYHEBHO-METOAUYECKOE U UH®OOPMAIIMOHHOE OBECIIEYHEHUE
ANCIHUAITINHBI
a) CniMcoK peKOMeHyeMoil JTuTepaTyphl
OCHOBHAasI
1. Cysoposa, I'. M. UH(popmanmonHas 6€30MacHOCTh : yaeOHOe TocoOue sl By30B /
I'. M. CyBopoBa. — Mockaa : U3gatensctBo FOpaiit, 2022. — 253 c. — (Bsiciiee
obpazoBanmue). — ISBN 978-5-534-13960-0. — TekcT : anmexktponHbIH // ObpazoBaTenbHas
mnatdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/496741
2. ®enun, ®. O. Undopmanmonnas 6e30macHOCTs 0a3 JaHHBIX : yaeOHoe nocooue / . O.
®enun, O. B. Tpybuenko, C. B. Uuckuno. — Mockga : PTY MHUPDA, 2020 — Yacts 1 —
2020. — 133 ¢. — TekcrT : anmeKTpoHHBIH // JIaHb : 3IEKTPOHHO-OMOIHOTEeYHAsI CUCTEMA. —
URL: https://e.lanbook.com/book/167605
JAONOJIHUTE/IbHAS
1.bopucos A.b., KoMmmeHTapuii K rpaxIaHCKOMY KOJIEKCY POCCUHCKON (eiepaliii YacTH YeTBEPTOM
(mocraretinstii). [IpaBoBOE peryanpoBaHrie OTHOIICHUH B cepe HHTEIUICKTYaTbHOW coOcTBeHHOCTH. C
MOCTATeHHBIMH MaTepHaIaMH U MPAKTHUECKUMH Pa3bsICHEHUSIMUA. ABTOp KOMMEHTAPHEB M COCTAaBUTEIb -
A.B. Bopucos - M.: kamwkHEIH Mup, 2007. - 288 c. - isbn 978-5-8041-0286-0 — URL.:
http://www.studentlibrary.ru/book/isbn9785804102860.html
2.1llep6akor A.1O., A.1O. [llepbakoB. CoBpeMeHHast KOMITLIOTEPHAST O€30MaCHOCTh. TeopeTuiecKue
ocHoBEI. [IpakTuueckue acektsl. Yuebnoe nocodue. - M.: Kuwxknsiit mup, 2009. - 352 c. - ISBN 978-5-
8041-0378-2]. — URL: http://www.studentlibrary.ru/book/ISBN9785804103782.html
3.ABepueHkoB, B. 1. 3amura nepcoHanbHBIX JaHHBIX B OpraHu3anuu : MoHorpadus / B. . ABepueHKOB,
M. 1O. Porros, T. P. I'atinynuH. — BbpsiHCK : BpsIHCKUH TOCY1apCTBEHHBIN TEXHUICCKUN YHUBEPCHUTET,
2012. — 124 c. — ISBN 5-89838-382-4. — TeKCT : 3JIEKTPOHHBIH // DACKTPOHHO-ONOINOTEUHAs CHUCTEMA
IPR BOOKS : [caiiT]. — URL: http://www.iprbookshop.ru/6993.html

YueGHo-MeTORHYECKAS

1. Cyreipkuna E. A. Mertonuueckne yka3zaHus K JaOOpaTOpHBIM paboTaM IO AUCITUIIIMHE
«AHanM3 ysA3BUMOCTEH NPOTrpaMMHOIO OOECHeuYeHHs» sl CTYACHTOB CIEIHaTbHOCTEH
10.05.01 «KommbrorepHast Oe3zomacHocts» #u 10.05.03 «Mubopmamnmonnas 6e30mMacHOCTb
aBTOMATH3MPOBAHHBIX cHCTeM» ou4HOW (opmbl oOyuenuss / E. A. Cyrteipkuna; Yal'V,
OMUUAT. - VYaesHoBek : Ynal'¥, 2019. - 3arn. ¢ skpana; HeomyOnmkoBaHHBIN pecypce. -
DNEKTPOH. TEKCTOBBIE JaH. (1 daiin : 1,10 MB). — URL:
http://lib.ulsu.ru/MegaPro/Download/MObject/5603

CoracoBaHoO:
Benymmii cnetmanuct Hb Val'V / Tepexuna JLLA. / JZ'A/ / 04.05.2022 /
JIOIDKHOCTBH COTPYAHUKA HAYIHOW OMOIHOTEKH [)5(0] MOAINCH mara
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0) [IporpaMmMHOe o0ecrieyeHmne
MoitOduc CranmgapTHbeiii, AabT Paboyas craHius 8.
I[J'IH 06pa3OBaTeJ'IBHOF0 mnmpomnecca 1mno ILaHHOﬁ JUCHUITIIINHE HCO6XOI[I/IM CTaL[HOHapHLIfI knacc ITIK ¢
YCTaHOBJICHHBIM CJICITYIONTUM IPOTPAMMHBIM 00€CIICUCHUEM :
— RadASM,
— WinAsm Studio,
— MS MASM,
— fasm,
— NASM,
— Hex-Rays IDA Pro Disassembler,
— OllyDbg.
— MS WinDbg,
— SyslInternals,
— Qt Creator / Qt,
— Eclipse CDT.

8) [Ipogheccuonanvrvie 6a3bl OAHHBIX, UHPOPMAYUOHHO-CHPABOUHBLE CUCTIEMDbL
1. DJ1eKTPOHHO-0UOINOTEYHbIE CUCTEMBbI:
1.1. Hudposoii oOpazoBarenbHbIid pecypc IPRsmart : anexTpoHHO-O0MOIMOTEYHAs cCCTEMa
caur / OOO Kowmmanms «Au Ilu Ap Menmma»n. - Caparos, [2022]. — URL:
http://www.iprbookshop.ru. — Pexum noctyma: mis 3apeructpup. moib3oBareneid. - Tekcr :
AJIEKTPOHHBINU.

1.2. O6pasoarenbuas maardopma FOPAWT : o6pa3oBaTenbHBIl pecypc, IEKTPOHHAS
oubmmoreka : caiit / OO0 Diexrponnoe m3marenscrBo IOPAWT. — Mocksa, [2022]. - URL:
https://urait.ru. — Pexxum goctyna: 1uis 3aperucTpHp. monb3oBateneil. - TeKcT : 3JeKTPOHHBIH.

1.3. baza nanHbBIX «DnekTpoHHas Oubamoreka Texauaeckoro BY3a (ObC «KoncynbraHnT
CTYIEHTa») : JIEKTPOHHO-OuOmmoTeunas cucrema : cadt / OOO Ilonurexpecypc. — Mockaa,
[2022]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum goctyna: st 3aperucTpup.
[I0JIb30BaTee. — TEKCT : AJEKTPOHHBIN.

1.4. KoHcynpTaHT Bpada. DJIEKTpOHHAS MEAMIIMHCKass OMOIMOTEKa : 6a3a TaHHBIX : cCaT /
OOO Bpicmias 1mKona OpraHW3alUyd W YNpaBIEHUs 3/paBooxpaHeHueM-KommiekcHbIi
MEIHUIIMHCKUN KoHcanThHT. — MockBa, [2022]. — URL: https://www.rosmedlib.ru. — Pexum
JNOCTyNa: JJIsl 3apETUCTPUP. MTOIb30BaTENEN. — TEKCT : 3JIEKTPOHHBIM.

1.5. Bonpmas MenuuuHCKass OMOIMOTEKA : DJIEKTPOHHO-OMOIMOTEUHAsT CUCTEMA : CaiT /
OO0OO byxarm. — Tomck, [2022]. — URL: https://www.books-up.ru/ru/library/ . — Pesxum gocryma:
JUISL 3apETUCTPUP. MOJIb30BaTeNel. — TeKCT : 3JIEKTPOHHBII.

1.6. OBC Jlans : anekTpoHHO-OnbOMHOTEeYHast cuctema : caiit / OO0 3bC Jlanb. — CaHKT-
[TerepOypr, [2022]. — URL: https://e.lanbook.com. — Pexxum moctyma: st 3aperucTpup.
[I0JIb30BaTesel. — TEKCT : AJEKTPOHHBIN.

1.7. ObC Znanium.com : 37eKTpoHHO-OMOMHoTeuHast cuctema : cat / OO0 3HaHuyM. -
Mocksa, [2022]. - URL: http:/znanium.com . — Pexum poctyma : aisi 3aperducTpHp.
MOJb30BaTeNen. - TEKCT : JIIEKTPOHHBIN.

1.8. Clinical Collection : HayuHO-uH(popMaronHas 0aza nanabeix EBSCO // EBSCOhost :
[mopran]. — URL: http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3el1-1191-
414b-8763-e97828917e1%40sessionmgrl02 . — Pexxum mocTyma : s aBTOPH3. MOJIb30BaTEleH.
— TekerT : ANeKTPOHHBIN.

1.9. baza manHbIX «PycCKMil Kak MHOCTPAHHBINY : SJIEKTPOHHO-00Pa30BATEIBHBIA pecypc
JUIS. KTHOCTPAaHHBIX CTyAeHTOB : caiit / OO0 Komnanus «Ai IIu Ap Menuay. — Caparos, [2022].
— URL: https://ros-edu.ru. — Pexxum poctyma: mans 3apeructpup. mnoib3oBareneil. — TekcrT :
JJIEKTPOHHBIN.

2. KoncyabtanutIlintoc [DnekTpoHHBIN pecypc]: crpaBodHas mpaBoBas cucrtema. /OO0
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«Koncynbrant Ilmtoc» - DnektpoH. naH. - Mocksa : KoncynsrantlIntoc, [2022].

3. ba3pl JaHHBIX NEPUOAUYECKUX U3TAHUIN:

3.1. baza manHbIX mepuoaudeckux uznanuii EastView : anmektponnbie xypHaisl / OO0
HNBHUC. - Mocksa, [2022]. — URL: https://dlib.eastview.com/browse/udb/12. — Pexxum gocrtymna :
JUISl aBTOPU3. TIOJIb30BATENEN. — TEKCT : 3JIEKTPOHHBIMN.

3.2. eLIBRARY.RU: nayunas snektponHas OuOmmoreka : caiit / OOO Hayunas
OnextponHas bubnuoreka. — Mocksa, [2022]. — URL: http://elibrary.ru. — Pexxum moctyma : st
aBTOPU3. TI0JIb30BATENIEH. — TEKCT : 3JIEKTPOHHBII

3.3. DnektponHas O6ubmmoteka «M3matenbckoro noma «I'pedennuxoB» (Grebinnikon) :
anekTponHas oubmauoreka / OO0 N/ I'pebennnkoB. — MockBa, [2022]. — URL: https://id2.action-
media.ru/Personal/Products. — Pexxum nmoctyma : mjis aBTOpHW3. mMojb3oBareneid. — Tekcr
JJIEKTPOHHBIN.

4. denepajbHasi rocyaapcrBeHHass uHpopMamuoHHasi cucrema «HanmoHanbHast
3J1eKTPOHHAas OMOJaMOTeKa» : 3IeKTpoHHas Oubnmoreka : caidt / ®I'BY PI'b. — Mockaa, [2022].

— URL: https://H30.pd. — Pexum noctyna : ajis moyib3oBaTeneil HayqHol OnbanoTeku. — TeKCT :
3JIEKTPOHHBIN.

5. SMART Imagebase : Hayuno-undbopMarmonsas 0a3a ganaeix EBSCO // EBSCOhost :
[mopran]. URL: https://ebsco.smartimagebase.com/?TOKEN=EBSCO-

1a2ff8055aa76d8229047223a7d6dc9c&cust1d—s6895741 — Pexum gmoctyma : I aBTOPH3.
nojip3oBaresei. — M3o0paxkeHue : 3eKTpOHHBIE.

6. @®enepasibHble HHPOPMANMOHHO-00pPa30BaTe/bHbIE NOPTAJbI:

6.1. EauHoe okHO jocTyma K o0Opa3oBaTelbHBIM pecypcam : denepaiabHbIi mopran . —
URL: http://window.edu.ru/ . — TekcT : 3IEKTPOHHBIH.

6.2. Poccuiickoe oOpazoBanue : heaepanbublii moptain / yupeaurenb GLIAY «OULTO». —
URL: http://www.edu.ru. — TeKcT : 3JIEKTPOHHBIMN.

7. Obpa3oBaTesbHbIe pecypebl Yal'y:

7.1. DnexkTponHas 6ubnuoreunas cuctema Yil'V : Moaynb «3JEKTpOHHAs OMOIMOTEKay
ABUC Mera-ITPO / OO0 «/lara Dxcopece». — URL: http:/lib.ulsu.ru/MegaPro/Web. — Pexum
JOCTYTIA : JUTsI TIOJIb30BaTelieil HayqHOUW OMOIMOTEKH. — TEeKCT : AIIEeKTPOHHBIN.

Cornacosano:
3am.Hay. YUTuT / Kioukosa A.B. / ’
JIOJKHOCTE coTpyaHuka YUTuT [0)5(0] ’ OJITUCH aara
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12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCHUIIJINHBI

Aynuropus -3/316. Ayautopust Ui HPOBEACHUS JICKIIMOHHBIX, CEMUHAPCKHUX W IMPAKTHUYCCKUX
3aHATHHA, TEKYLIEro KOHTPOJS M TPOMEKYTOUYHOW aTTecTalMy, TPYNINOBBIX M HHIMBHIYaTbHBIX
KOHCysbTanui. KOMIIIEKT NepeHOCHOro MyJIbTUMEAMHHOrO 00OpYyNOBaHUs: HOYTOYK C BBIXOIOM B
HuTepueT, 3xpan, mpoektop, Wi-Fi ¢ noctynom B UaTtepuer, DJUOC,IBC. 432017, YnpstHOBCKas 0071acTh,
r. YibsHOBCK, yi. HaGepexxnas pexu Ceusary, a. 106-3 xopmyc.

Aynmutopuss 240  uid mpoBeACHUS — J1a0OpPAaTOPHBIX M NPAKTHUECKUX  3aHATHH,
TEKyIIEr0  KOHTPOJII W MPOMEKYTOYHOW  aTTeCTallMd, TPYNIOBBIX W WHIWBUAYaIbHBIX
KoHCynbTaumuid. 11  HEepcOHaNbHBIX ~ KOMIBIOTEPOB,  MPOEKTOP, OKpPaH, CHCTEMbl  3alUTHI
unpopmanun: Cobonb, Axkopn, Dallas Lock, Secret Net Studio. Cepep Vimark, AIIKIII
"Kontunent", Mapmpytuzatopel Cisco, Cucrema 3amuthl wuHpopmamun  ViPNet. 432017,
VYnbsiHOBCKas 0071, T YbsiHOBCK, yi1 Habepexxnas peku Cpusry, 1 106-2 kopmyc.

Aynmutopust -230. Aynutopusi Uil CaMOCTOATENBHONW paOOThl. AyIWUTOpHS YKOMILJICKTOBaHA
Y4EHHUECKOW MeOelbio. 16 epcoHABHBIX KOMITBIOTEPOB.

Aynutopust -237. UnTtanbHbli 3an HaydHOW OMOIMOTEKH C 30HOH JUIsl CAMOCTOSITENILHON paboThI.
AynuTtopusi YKOMIUICKTOBaHa ydeHHYecKoM MeOenbro. KommploTepHass TEXHUKA, TENEBU30p, OSKpaH,
npoektop. Cron mst iy ¢ OB3. 432017, YinesHoBckas 061acTh, T. YJIbSHOBCK, p-H JKene3HOA0POKHBIH,
yi. Habepexxnast p. Cusiru, Ne 106-1 xoprmyc.

Peanuzanust nporpaMmbl JUCHMIUIMHBI TpeOyeT Hamuuus ydeOHol naGopatopun. OGopynoBaHue
y4eOHOI1 1abopaTopuu: MOCaZOUYHbBIE MECTA IO KOJMYECTBY CTYAECHTOB. TexHuUeckue cpeacTBa 00yUueHHS:
KOMITBIOTEPHI C JIUIIEH3MOHHBIM IPOTPAMMHBIM 00€CTIeYeHHEM:

- RadASM,

- WinAsm Studio,
- MS MASM,

— fasm,

- NASM,

- Hex-Rays IDA Pro Disassembler,
- OllyDbg.

- MS WinDbg,

- SysInternals,

- Qt Creator / Qt,
- Eclipse CDT.

13. CHEHHUAJIBHBIE YCJIOBUSA JJISA OBYUYAIOUIUXCSA C OTPAHUYEHHBIMHA
BO3MOXHOCTAMU 310POBbSI
B ciydae HeoOXOAMMOCTH, OOYYArOIIUMCS U3 YMCIIA JIUI C OTPAaHMYCHHBIMU BO3MOXKHOCTSIMU
3I0pOBBs (TI0 3asBICHUIO OOYYAIOIIETOCs) MOTYT IMPEIaraThCsi HEKOTOPHIE M3 CIICAYIOIIUX BapUAHTOB
BOCHIPHUATHS HH(OPMAIIUHU C YYETOM WX WHAWBUIYAITBHBIX ICHXO(U3NIECKUX 0COOCHHOCTEH:

— JUIA JUI] ¢ HAPYNICHUSAMH 3pPCHHS: B TCUaTHOW (opMe YBEIWYCHHBIM MIpud)TOM; B (opme
3JIEKTPOHHOTO NOKyMeHTa; B (opme ayamodaiina (rmepeBoa ydeOHBIX MaTepuanioB B ayauodopmar); B
nmeyatHo Qopme Ha s3plke  bpaiig; HMHOUBHIyallbHbIE  KOHCYJIBTAllMM C  [PHUBIICYCHHUEM
TUDIOCYPIOTICPEBOIUNKA; WHANBHU Ty JIbHBIC 3a]JaHHSI U KOHCYJIbTAIIUY;

— IS ML ¢ HApyNIEHUSIMH CllyXa: B TledaTHOW Qopme; B (popme 3JIEKTPOHHOTO JTOKYMEHTa;
BUJICOMATEPHAJIbl ¢ CYOTUTPaMHU; MHIUBUAYaJIbHbIC KOHCYJIbTAIMH C NPUBJICYCHUEM CYPAOIEPEBOAUNKA;
HMHAMBUIyaJIbHBIC 3aJIaHKsI U KOHCYJIbTALIUY;

— NI JIMI] ¢ HapyIICHHSIMH OIOPHO-IBUIaTEIBHOTO alapara: B IedaTHoW ¢opme; B ¢dopme
ANIEKTPOHHOTO TOKYMEHTa; B (popMe ayanodaiina; MHANBUIYaIbHbIE 33JaHUAS U KOHCYJIbTAIIH.

B cayyae HeoOXOAMMOCTH WCHOJB30BaHHSA B YYEOHOM IMpOIECCe YaCTHUYHO/UCKIFOYUTEITHHO
JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJOTHH, opranu3amus padots! II1C ¢ odyuaronumucs ¢ OB3 u
HMHBAJIMJIAMU TIPEAYCMATPUBACTCS B AJIEKTPOHHON MH(OPMAIMOHHO-00pa30BaTeIbHON Cpe/ie ¢ YYETOM HX
WHIUBUAYATBHBIX ICUXO()U3UIECKUX 0COOCHHOCTEH.

PazpaboTums: Cvreipkrea ExareprHa AnegceceHa
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0) lporpammuoe obecneuenne: MoitOduc Cranmaptaerii, AnpT Pabouas cranmms 8.
8) Ilpogheccuonanvrvle 6azvl OAHHBIX, UHDOPMAYUOHHO-CHPABOUHBLE CUCTIEMDL
1. D1eKTPOHHO-0HUOJIMOTEYHbIE CUCTEMBI:
1.1. Lludposoii oOpazoBatenbHblii pecypc [PRsmart : anexTpoHHO-0MOIMOTeUHast CUCTEMa : CaiT /
00O Komnanus «Aii [Iu Ap Meauay. - Capatos, [2023]. — URL: http://www.iprbookshop.ru. —
Pexxum mocTyna: Jyisi 3aperucTpup. Nojb30oBaTeNe. - TeKCT : 2JIEKTPOHHBIH.
1.2. O6pasoBatensHas miathopma FOPANT : 06pasoBaTeNbHbIil pecype, SeKTPOHHAs GHOIMOTEKa
caittr / OO0 Dnexrponnoe u3natenbetBo «IOPANTY. — Mocksa, [2023]. - URL: https://urait.ru. —
Pexxum goctyna: anist 3aperucTpup. Mojap30BaTene. - TEKCT : 3eKTPOHHBIMN.
1.3. baza nanubIx «OnekTpoHHas oudmmoTeka Texanaeckoro BY3a (OBC «KoucynbTaHT cTyneHTay)
: AIEKTPOHHO-OnOmMoTeuHas cucrema : caiit / OO0 «Ilomurexpecype». — Mocksa, [2023]. — URL:
https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum poctyna: s 3aperucTpup. MoJb30BaTeIICH. —
TekcT : 2JeKTPOHHBIN.
1.4. KoncynbTanT Bpaya. DIeKTpOHHAs MeAMLIMHCKas Onbanoreka : 6a3a naHubix : caidt / OO0
«BpIcmIas 1IKoJla OpraHU3alyy U yIPaBIeHUs 31paBooXpaHeHneM-KoMIIeKCHbIN MeUIUHCKHIA
KoHcanTUHT». — Mocksa, [2023]. — URL: https://www.rosmedlib.ru. — Pexxum goctyna: ajs
3apETUCTPUP. MOJTB30BaTENEN. — TEKCT : IIEKTPOHHBIMN.
1.5. Bonpuras MmeaumHCKast OMOIMOTEKA : AIEKTPOHHO-O0MOIIMoTeyHas cucremMa : caiit / OO0
«bykam». — Tomck, [2023]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum moctyma: as
3apETUCTPUP. MOJIb30BaTENEN. — TEKCT : IIEKTPOHHBIMN.
1.6. OBC Jlansb : anekTpoHHO-O0MOIMoTeuHas cucreMa : caiit / OO0 DBC «Jlanby. — CaHKT-
[TerepOypr, [2023]. — URL: https://e.lanbook.com. — Pexum noctyna: ajs 3aperucTpup.
nosib3oBaTeneil. — TeKCT : 3eKTPOHHBIM.
1.7. 9bC Znanium.com : 3JeKTpOHHO-01OIMOTeuHas cuctema : cailt / OO0 «3nannmym». - Mockaa,
[2023]. - URL: http://znanium.com . — Pexxum goctymna : i 3aperucTpup. nonb3osareneil. - Teker :
3JIEKTPOHHBIN,
2. Koncyasrantlliaroc [DnexkTpoHHBIN pecypc]: cipaBodHas npaBosas cuctema. / OO0
«Koncynperant [Imoc» - DnextpoH. aad. - Mocksa : Koncynsrantlmroc, [2023].
3. ba3bl JaHHBIX IEPHOUYECKUX U3TaAHMIA:
3.1. eLIBRARY.RU: nayunas snextponHas oudimoreka : caidt / OOO «Hay4nas DnexkTpoHHas
bubmmotekay. — Mocksa, [2023]. — URL: http://elibrary.ru. — Pexxum mocTyma : 1j1s aBTopus.
Moab30BaTeNeN. — TeKCT : 3IEKTPOHHBIN
3.2. Dnektponnas 6ubanoreka «M3mgarensckoro noma «I'pedennukoBy (Grebinnikon) : anekTpoHHAs
o6ubamnorexa / OO0 U] «I'pebennnkon». — Mocksa, [2023]. — URL: https://id2.action-
media.ru/Personal/Products. — Pexwum moctyna : 1uist aBTOpuU3. MoJib30BaTeNne. — TeKcT :
SNIEKTPOHHBIN,
4. ®enepanabHasi rocyaapcTBeHHasi nHpopManuoHHnas cucrema «HanmonaabHasi 3J1eKTpOHHAsA
0uGamoTeKay : dIIeKTpoHHas oubnmoteka : caiit / ®I'BY PI'B. — Mocksa, [2023]. — URL:
https://H30.pd. — Pexxum gocTtyma : ajis mojab3oBaTesiell HayqIHoi OuOmmoTeku. — TekcCT :
3NIEKTPOHHBIN.
5. Poccwuiickoe oOpa3oBanue : ¢peaepanbubiii moptan / yupeaureiab PIAY «OUITO». — URL:
http://www.edu.ru. — TekcT : 3JEeKTPOHHBIH.
6. DaexTpoHHas Oubamoreynas cucrema Yal'y : mogyns «OnekrtpoHHas 6ubinorexka» ABUC
Mera-ITPO / OO0 «/lata Dxcnpeccy. — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexum noctynaasns
noJjb30Bareneil HayuHoi OubinoTeku. — TeKCT : 3eKTPOHHBIH.
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1.1. Ludposoii o6pazoBaTenbHbIi pecypc IPRsmart : snekTponHo-0nbIMoTeUHAS cCHICTEMa

cair / OOO Kowmnanus «Ai Ilm Ap Mengua». - Caparos, [2024]. — URL:
http://www.iprbookshop.ru. — Pexxum moctyma: nmjsi 3aperucTpup. mojib3oBarenieid. - TeKcCT :
AJIEKTPOHHBIN.

1.2. O6pasoarenshas miargopma FOPAUT : oGpasoBaTelnbHbI pecype, dIEKTPOHHAS
oubmuoreka : caiit / OO0 DneKTpoHHOE M3JATEIHCTBO FOPAMT. — Mocksa, [2024]. - URL:
https://urait.ru. — Pesxum goctymna: yist 3aperucTpup. mojab30Bareie. - TeKCT : 2IeKTPOHHBIH.

1.3. ba3za manubIx «OnekTpoHHas 6ubnuoreka rexundeckoro BY3a (OBC «KoncynbTant
CTYJIEHTa») : JJIEKTPOHHO-OMOMMoTeuHas cuctema : cailt / OOO Ilonutexpecypc. — MockBa,
[2024]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum nocrymna: st 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3IEeKTPOHHBIM.

1.4. KoHcynbTaHT Bpada. DIEKTPOHHAS MEIUIIMHCKAst OMOIMOTeKa : 6a3a TaHHBIX : CAWT /
OOO Beicmiasg MmKoia OpraHU3alMd M YIOPaBJICHUSA 3ApaBOOXpaHeHHEM-KOoMIIEeKCHBIN
MEAWIMHCKUI KoHcanTuHr. — Mocksa, [2024]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: JJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : 3JIEKTPOHHBIN.

1.5. Bonpmast MeauuuHCKas OMONIMOTEKA : NEKTPOHHO-OMOINOTEYHAs CUCTEMA : CalT /
00O bykan. — Tomck, [2024]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum gocrymna:
JUISL 3aPETUCTPHUP. IOJIb30BaTeNIeh. — TEeKCT : 3JIEKTPOHHBIM.

1.6. OBC Jlansb : anekTponHO-O0ubIMoTeuHas cuctema : cait / OOO DBC Jlanp. — CaHKT-
[TerepOypr, [2024]. — URL: https://e.lanbook.com. — Pexxum noctyma: mjis 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3JIEKTPOHHBIM.

1.7. O3BC Znanium.com : 3JeKTpPOHHO-OMOIMOTeUHas cucreMa : cait / OOO 3HaHuyM. -
Mocksa, [2024]. - URL: http://znanium.com . — Pexum ngocTyma : Il 3aperucTpHp.
[I0JIB30BAaTENEH. - TEKCT : JJIEKTPOHHBIN.

2. KoncyastantIlinoc [DnekTpoHHBIN pecypc]: cipaBouHas mpaBoBas cuctema. / OO0
«Koncynprant ITnrocy - DnekTpon. naH. - Mocksa : Koncynsrantllnoc, [2024].
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http://elibrary.ru. — Pexxum qoctyrma : Juist aBTOpHU3. MOJIb30BaTeneid. — TeKCT : 3JIeKTPOHHBIN

4. ®enepanbHasi rocyaapcrBeHHass mHpopmanuoHHasi cucreMa «HanuonaabHas
JIEKTPOHHAasi 0M0JIMOTEKa) : dIeKTpoHHAs oubmmoTeka : caiit / ®I'BY PI'b. — Mocksa, [2024].
— URL: https://H36.pd. — Pexxum goctyna : s nmoiap3oBaresei HaydHoi O0MOanoTeku. — Tekcr :
3JIEKTPOHHBIMN.

5. Poccuiickoe o0pa3oBanue : ¢penepanbHbiil nopran / yupeaurenb GIAY «DULTO». —
URL: http://www.edu.ru. — TekcT : 37€KTPOHHBIMA.
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